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OPENCORE LLTUL FZ HIEELELT,

-CELL %% 2910 LL T (2003 4E 10 A 5f14%®D CYCLONE & [RIZELLT)
-#)/E CLOCK 200MHz #Z/L—7> &L T 2Gbps LA I

AES [B[#13, BEIZ OPENCORE(www.opencores.org )7>% Rudolf
Usselmann [KIZEDH DDA TEVET, (TERESH)

Sample Synthesis Results for the Cipher Block

Technology Size/Area Speed/Performance
Xilinx Spartan Ile XS2V200-6 3497 LUTs (74 %), 101 Mhz (1.08 Gbits/sec)
1026 Regs. (21 %)
UMC 0.18u Std. Cell 38K Gates 265 Mhz (2.82 Gbits/sec)

Sample Synthesis Results for the Inverse Cipher Block

Technology Size/Area Speed/Performance
Xilinx Spartan Ile XS2V200-6 3393 LUTs (72 %), 85 Mhz (906 Mbits/sec)
883 Regs. (18 %)
UMC 0.18u Std. Cell 50K Gates 235 Mhz (2.5 Gbits/sec)
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2. [FBE 7 vy 7 DR
2. 1 AES A&7 >
AES R 7 w7 X% FIRLET,

Shift Row  Mix Column

Reg

Shit Row Inv Mix__

128 RAM Column_El@ 128
_OUT

LU R 134 Component 38 XN, BXEHEAR ORI T,
‘RAM (128 B [x32 U—F)

-HOST TA L S#17- ROUND KEY Z{REL£7, A& AES [A[1

TIX ROUNDKEY A %1% HOST T{ToH D EL TUVET,
F7-. Key Length (% 128 B FDHDEHEELF T,
-FIFO64 (128 Eyhx64 7 —NR)

-Host 7>5® PlainText* CipherText D52 {& Buffer T, Control [B]#%
(I T TA L BT T NIRRT LT B DI /AT T A
NZ Data Uit LET, W AT TA BTV AT,
FIFO |27 > CLEIMEARTT, A AES FIEK I EEY —R D7 1
T DNRIEETT A, FIFO Z i #&HIIZ Flush 347281213 5 D
LD — R TR T T2 ENRHDET,

-SBOX/INVSBOX - (16 {#3f %))
-SUBBYTES/# SUBBYTES Z#a[al#%% 16 E AN HL £7,
SHIFT ROW:SHIFT ROW INV
SShift BIEAZITWET, 7 —MNIHVFEEA,
*MIX_COLUMN-MIX COLUMN INV
*CONTROL [B]# (K7/RL TWVERA)

INATTA TV ET,

SBOX/INVSBOX HNIZ 3 Bt reg 73%Y . AES [AIFESR T, 5 B D
INATTA L LT TNVET, SBIT, KB T reg 27T, BH 11
T DA —T 8 10 7ay ZIZEIE L TOET,
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127 0ftext in WGQC >-<4095;8be53594 Obcl/BRA ST ST G, LSS SOy
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kid in 1) Key ®a—HT I I ol

Idin || | Y PO | [ TNNANRNY

imvin | | | S o 5 S 84

read enable S I L

[127:0}text out_port g & E !

I

| Signal o

A027T00extin ‘almost_Full

2)| PlainText D2 —R 4 ClpherText Dru—l
Id in (T Idin
\S)Rpheﬁextmﬂjjj 5) PlainText D Hip

invin [ i read ena...

read erable [1 [ [1 rL [127:0Ne.. [z W zzzzzzzzzz. M=

[127:0text our % Bt : flsl vl |
[l=i== s

e () (B (@@ BT L) \...C
Sgal_— ..., 20, 200, e, 30000 T4, ATl A0 , 12800,
11270 ]text out_port zzz...)F 59ce = 0011 2233445560 Fii 889988 bbcoddeeff
1)Key Dr—R

Host I C4E % L 7= RoundKey (Encryption & Decryption D J5) %
text in /NA[Z3FH kId in 2 H[ZL T AES [BIEICHAZEEET,

2)PlainText D —R

Id_in 2 HIZL T text_in /SAMNH AES [FIIZFEAAEEET, 128 BV
1V —RELTEREY — RO —RK PN TEET,

3) Encryption D5 €
Encryption O &L, inv_in &% LIZLET,
4) CipherText O} /)

CipherText DAL N5E T 3 %& Read Enable 73 H (2720 text_out_port (2

7%7!%75) HAhSnET,
5) Decryption

inv_in 2 HIZL7-#134) LFRIEE T, Key BRI THHEEIT, A Key
2 —R T 50 EITHY EE A, 2T Encryption b [FIER T,

6) FIFO |4

almost full {5 5725 H DL &L, £H72<WJE FIFO 75 Overflow L TLEHIZ &

ZRLTCWET DT, Hostl
PREHET,

I—Wfload in D A ZHEL, HONLIZ/25D

BT, PlainText 0011..73, 69c..® CipherText {ZZ#4 (Encryption) =41,
69c¢..75 PlainText 0011 (ZFR% (Decryption) £k -2 7R L CWVE T,
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GF(16)—GF
(256)+Affin Reg

R Reg
InvAffin & 7 =
(M
DA
I =E
¥ =8
. kL

H H
: il 8
Plain 4 4
L B YO
8 uT
Plain L -
“
In~r
S
GF(256) H 8
—>GF(16) — -
L 8 I
R
K
GF(16)—>GF(256) g,
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ERVET, (T2 X, Sk 1ICEvET, )
GF(256) LD L IHA R(x)= x*+x'+x+x+1 1FEERNZ A TIIHD FT3,
JFAEZ A TIEIHVFH A, 2T, GF(256) EDJFHER a % GF(16) ED
JFIGIR y (I~ 755 1EEREVELT,

GF(16) L DBERIZ A x4+l
GF(16) LD 2 it T xP4x+p
ZZ T,

B= " . o =y
ELFELTS
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AREBIOVEREOREIIZIFTDOLHIC2ME O EXOR THHICEH TX
F9,
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0 ezt s clu0se3ul o2 uZ e clud+ (c2f selul+clul + e3ul+c2u2 4+ 0302 + el U3+ 0203 % +
felfvc3’vozul+clul +c0uZ + couZ+ cZuld+ciud)l xt +
feat s c3ulsczul + cluz + c0u3+ c3ud) x°

BERORELINE, ZUT AN ATHH LR BB TH T ILRR#G
ROFET D, EROISTHEESEOFIRELELTZ,

(3) A7
AES 2AR[EIE )% 2 5 SUBBYTES/iW SUBBYTES 4 4 BL AR — R &

U727 IR D Selector IZHIIH CEX7 —~ T AL AD S THLHF| T,

(4) HEHERRE
HAGEHLIDOT AU T EMALEL, 72720 58723 VHDL 72D T,
H{EDR7 AL —% VHDL— Verilog {Z&07 AN F % Verilog (Z H &)
WAL E LT, SHICIRD 31722 TR T,

wire [7:0] f arkl,gmull out,gmul2 out,yout2;
gmul pipe ver2 gmull( clk,plain,8'h00,gmull out,inv,reset,f arkl);
gmul pipe ver2 gmul2( clk,8'h00,gmull out,yout2,!inv,reset,gmul2 out);

Wavetorm Wewar 1 i ] 4

| & (EN (e (o Nz

Sigrel 200 e 1ARI0S 008 000, i
[7-0]plain (] OT W07 03 ¥ 04 05 W08 ¥ 07 ¥ 08 ¥ 09 % 0a W 0b ¥ Uc ¥ 0d ¥ 0e % OF % 10
[7-0]vout [ie] W e M TR W W Eh W BT W B W30 WO WET Z2h ¥ e ¥ dl ¥ab
[7-0]zmull out (8] 51} T W%Sb GF ¥ B 30 WOl wal ¥eb Y fe Wdl
[?:O]gmul2_out []i] 0Z oo 02 %03 ¥ 04 ¥ 00 %08 ¥ OF ¥ 058 ¥ 09 ¥Oa
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X et L72 SBOX/INVSBOX %:’D[Eﬁ” 2D/ UNT PipeLineDe]ay
(3x2=6Clock) £ (Z Plain 23 TCIZRDZEDMRFE CEELTZ,



3.
3.

L P R

1 T /A AR

128 B b AT« HNICED 77,
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Z D=8, 400 D Cyclone EP1C4F400FC6 Zi#iR L L 72,

. 2 Cell Hifs

Quartus || Ver.3.0 Sp2 CimBl &L ELT=,
TDXHIT AES [HIFEART 2515Cell E720FLT-,
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F-# emul pipe_ver2usdd o2 (gl a6
- gmul_pipe_verus32 a7 fEa a6
H-  gmul_pipe_verZuz3l a7 He a6
- gmul_pipe_verZuzdl a7 Ea a6
- gmul_pipe_ ver@uz2a o2 (A9 a6
H- gmul_pipe_veruss? 82 9 36
H-  gmul_pipe_verZuz? a7 He a6
- gmul_pipe_verZuz20 a7 Ea a6 L
- gmul_pipe ver®ugll o2 (A9 a6

H-  gmul_pipe_ver?uzl2 82 9 36

H-  gmul_pipe_verZuz11 g8 H9 a6

- gmul_pipe_verZuz10 a7 Ea a6

- gmul_pipe ver®uz0l o2 (Fad 26 |
H- gmul_pipe_ver?uz(2 82 (9l a6

H-  gmul_pipe_verZus0l g8 Ho a6
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3. 3WE
AES [FIE SR TIX 212MHz L7320 F L=, (72720 A EkREE9, )

Type Slack |Required Time Actual Time
1| Glock Setup: 'clk' -0.263 ne |226.02 MHz ¢ period = 4.444 ne 3121290 MHz { period = 4697 ns )
2| Worst-caze tzu G182 nz 9200 ne 308 ne
3| Worst-caze teo M Mare 8194 nz
41 Worst-caze tpd M Mone 4127 ng
5| Worst-caze th M Mare 0046 ns
B Worst-caze minimum too| MNAG Mare 5479 nzs
7| Worst-caze minimum tpd| M8 Mone 4127 ng

SUBBYTES/i# SUBBYTES Hil[e] & Cid, 260MHz (7272 L. FF [&])

L7V FELI,
[ [Twpe Slack |Required Time Actual Time
1§ Clock Setup: 'clock’ 0599 pz (22602 MHz  period = 4.444 ps 326008 MHz period = 3845 ns )
2| Warst-caze tzu 6584 nz|9.200 ne 2616 n=
3| Waorst-caze too MG Mt BE13 ns
41 Warzt-caze th MG Mt 02971 ns
B Warst-case minimum too| MR Mt 5234 ns

7235 . EXORS0 {E DA DA ihs Feld, Cell 2 17, Speed I, 8.06ns
(AR E7eE LTz,

Type Slack |Required Time |Actual Time
Warst-caze tpd MNAR MHone 2060 n=
2| Worst-caze minimum tpd /N8 | Mone BEO0 ns

g




4. IRARAT TR Ralb—ay
3 THER A L7453 % Verilog (2 Back Annotation L., ¥’f 8. Verilog
Source List |ZR T T AU FTT AN EL, P2 —Taid
MODELSIM T4V EL 7=, Clock J&H# 4700ps TOT AR T,

e
KeyExpansion 5t H
e
Key & AES [OREIZEH J
b
Test oundKey
s
Esgc}l Random Data &
P g RandomByte {4 Rk

KLoop PlainText =,

CipherText
l"_jo CipherText| AES [BI#&

PlainText

EFET AREATVN, Compare Error 842N &R L E LT,
LLUF i, MODELSIM ®wuZ YANTY,

run -all

# Loading aes_cipher top v.sdo

# ** Note: (vsim-3587) SDF Backannotation Successfully Completed.

# Time: 0 ps Iteration: 0 Instance: /test_ bench model sim/dut

# ** Error: QuartuslIVersion3.0(E:/modelsim/win32aloem/../altera/Verilog/src/cyclone atoms.v)(1219): $setup

( data:4735 ps, posedge clk:4773 ps, 72 ps );

# Time: 4773 ps Iteration: 1 Instance: /test bench_model sim/dut/\aesO|ram1 [altsyncram component[ram_block[0]
[113]Vram_portadatain_reg

# Testing data_words= 65
# Testing data_words= 10
# Testing data_words= 10
# Fixed length Test Passed.$time= 11283270

# Testing data_words= 370
# Testing data words= 455
# Testing data words= 290

# Random #of bytes test Passed.$time= 117005070
# Testing data_words= 65
# Test Done with no errors. 123688470

# ** Note: $finish : E:/qualtas/tak design/try2/test bench _model sim.v(140)

(Initial ® Clock = C TimingError 23584 L TV E9 78 Reset 720D TR
HEHER A, )



728, AES [FIENHDOH 115 51, IO BAED %, 1 Clock LI EELE T,
T AN T T Data & BUWIA T Strobe Timing T A R3O EL
77

Cursor 2 160 ps

Strobe Point
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"FIZ Encryption/Decryption Z &t C{T> THI Il —aarRmLET,

Read Enable 53,

Encryption/Decryption Throughput :235000/4700=50 Clock

Z DT, PipeLine Depth(5)73 DALEENHI K EF D TRL—T v NI,
1/(50*4700/128/5)=2.72Gbps

L2 HARER T,

YEAETEIZOWT
KT =T 7F %L, FIFO Ehe /A7 T A LD module TN L TUWVE
TDT, AT TAEA VAT ARG HECT ZE TR G AN —T N
MR CEAHTLLY, X9OF T, 7T—F T 7 F ¥ EE LI
St Al RETS L FEWVE T, HIELAYIZ Web  Edition Thx7E TIITITET, )
F7=. XA T T A Flush ZEDOHIHEUE Z &2 B ML7=W A TOP B
module ZWUL AT THETIXT T,

6. F&0
ALTERA FPGA il OPENCORE &L T AES [l 4 7% 3, #aEs 32l —
“/EIEI‘/}%?@/E:\JEE\ IRARNAT IR A2 —a EFTITWEL T ORER%E
FELE,

EREIRR S A PG B4
Cell 2910 LL'F 2515
Throughput 2Gbps LA I 2.72Gbps

Cyclone @ Speed (213 B % RiEAHLDOBHVET, 10 FFFNIIY—RYaE
v DOIERFE A ARG LI E1E, 0.5um /L—/L D CBIC TL7=273,
32MHzClock THH LR A NHE DR HY £7,

FPGA DS IRZNNDHE 2o TP DNAR G ITHL AT,



8. Verilog Source List+ kY AR
SBOX/INVSBOX [H]&7 AR F : test_subbytes
AES [F]}&7 ARXF ¢ test bench model sim
AES [A[¢  : aes_cipher top

SCERL : B HE R GFQm)IC BT A E A IOV T
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// Univ. of the Ryukyus LSI design contest 2004
// SubBytes Transform Circuit for AES Cipher
// file: SubBytes.vhd

// combinational logic of SubBytes transform

// Tom Wada 2003/September/15

‘timescale 1ns/1ns
‘define ns 1

‘define us (1000* ns)
“define ms (1000* us)
“define sec (1000* ' ms)

module subbytes ( clk, reset, xin, inv, yout );
input clk;
input reset;
input [7:0] xin;
input inv;
output [7:0] yout ;

reg [7:0] invrom [0:255];
initial begin

invrom[0]="b00000000;
invrom[1]='b00000001;
invrom[2]='b10001101;
invrom[3]='b11110110;
invrom[4]='b11001011;
invrom[5]='b01010010;

invrom[6]='b01111011;

invrom[7]='b11010001;

invrom[8]="b11101000;

invrom[9]="b01001111;

invrom[10]='b00101001;
invrom[11]='b11000000;
invrom[12]='b10110000;
invrom[13]='b11100001;
invrom[14]='b11100101;

invrom[15]='b11000111;
invrom[16]=b01110100;
invrom[ 'b10110100;
invrom[18]=b10101010;
invrom[19]=b01001011;
invrom[20]='b10011001;
invrom[21]='b00101011;
invrom[22]='b01100000;
invrom[23]='b01011111;
invrom[24]='b01011000;
invrom[25]='b00111111;
invrom[26]='b11111101;
invrom[27]='b11001100;

[28]=
[29]=

=
14]
15]
16]=
17]=

mnvrom bI11111111;

5
6
7
8
invrom[29]='b01000000;

2
2
2
2



='b11101110;
='b10110010;
='b00111010;
invrom[33]='b01101110;
invrom 'b01011010;
invrom[35]=b11110001;
invrom[36]=b01010101;
invrom[37]='b01001101;
invrom[38]='b10101000;
invrom[39]='b11001001;
invrom[40]='b11000001;
invrom[41]='b00001010;
invrom[42]='b10011000;
invrom[43]='b00010101;
invrom[44]='b00110000;

[45]=

[46]=

invrom[30]
invrom[31]=
invrom[32]=
[33]=
[34]=

invrom[45]='b01000100;
invrom[46]='b10100010;
invrom[47]=b11000010;
invrom[48]="b00101100;
invrom[49]='b01000101;
invrom[50]='b10010010;
invrom[51]='b01101100;
invrom[52]='b11110011;

2
43
44
45
46

invrom[53]='b00111001;
invrom[54]='b01100110;
invrom[55]='b01000010;
invrom[56]='b11110010;
invrom[57]='b00110101;
invrom[58]="b00100000;

invrom[59]=b01101111;
invrom[60]=b01110111;
invrom[61]='b10111011;
invrom[62]='b01011001;
invrom[63]="b00011001;
invrom[64]='b00011101;
invrom[65]='b11111110;
invrom[66]='b00110111;
invrom[67]='b01100111;
invrom[68]='b00101101;
invrom[69]='b00110001;
invrom[70]=b11110101;
invrom[71]=b01101001;
invrom[72]=b10100111;
invrom[73]='b01100100;
invrom[74]='b10101011;
invrom[75]=b00010011;
invrom[76]='b01010100;

invrom[77]='b00100101;
invrom[78]='b11101001;
invrom[79]='b00001001;
invrom[80]='b11101101;
invrom[81]='b01011100;
invrom[82]="b00000101;

invrom[83]=b11001010;
invrom[84]="b01001100;
invrom[85]='b00100100;
invrom[86]='b10000111;
invrom[87]=b10111111;
invrom[88]='b00011000;
invrom[89]='b00111110;
invrom[90]='b00100010;
invrom[91]='b11110000;
invrom[92]='b01010001;
invrom[93]='b11101100;



invrom[94]='b01100001;
invrom[95]='b00010111;
invrom[96]='b00010110;
invrom[97]=b01011110;
invrom[98]=b10101111;
invrom[99]=b11010011;
invrom[100]='b01001001;
invrom[101]="610100110;
invrom[102]="b00110110;
invrom[103]="b01000011;
invrom[104]='b11110100;
invrom[105]='b01000111;
invrom[106]="b10010001;
invrom[107]=b11011111;
invrom[108]='b00110011;

[

[

invrom[109]='b10010011;
invrom[110]='b00100001;
invrom[111]='b00111011;
invrom[112]='b01111001;
invrom[113]=b10110111;
invrom[114]="b10010111;
invrom[115]="b10000101;
invrom[116]="b00010000;
invrom[117]=10110101;
invrom[118]="b10111010;
invrom[119]='b00111100;
invrom[120]='b10110110;
invrom[121]='b01110000;
invrom[122]='b11010000;
invrom[123]='b00000110;
invrom[124]='b10100001;
invrom[125]="b11111010;
invrom[126]="b10000001;
invrom[127]="610000010;
invrom[128]="b10000011;
invrom[129]="b01111110;
invrom[130]="b01111111;
invrom[131]='b10000000;
invrom[132]='b10010110;
[
[

— e e —

invrom[133]='b01110011;
invrom[134]='b10111110;
invrom[135]='b01010110;
invrom[136]='b10011011;
invrom[137]=b10011110;
invrom[138]="b10010101;
invrom[139]="b11011001;
invrom[140]="b11110111;
invrom[141]="600000010;
invrom[142]="b10111001;
invrom[143]="610100100;
invrom[144]='b11011110;

[

[

— e e —

invrom[145]='b01101010;
invrom[146]='b00110010;
invrom[147]='b01101101;
invrom[148]='b11011000;
invrom[149]="610001010;
invrom[150]="b10000100;
invrom[151]="b01110010;
invrom[152]="600101010;
invrom[153]="000010100;
invrom[154]="b10011111;
invrom[155]="610001000;
invrom[156]='b11111001;
invrom[157]='b11011100;

— e e —



invrom[158]='b10001001;
invrom[159]='b10011010;
invrom[160]="b11111011;
invrom[161]='b01111100;
invrom[162]='b00101110;
invrom[163]='b11000011;
invrom[164]='b10001111;
invrom[165]="b10111000;
invrom[166]="b01100101;
invrom[167]="001001000;
invrom[168]="b00100110;
invrom[169]="b11001000;
invrom[170]="b00010010;
invrom[171]='b01001010;
invrom[172]='b11001110;

[

[

invrom[173]='b11100111;
invrom[174]='b11010010;
invrom[175]='b01100010;
invrom[176]='b00001100;
invrom[177]="511100000;
invrom[178]="b00011111;
invrom[179]="b11101111;
invrom[180]="b00010001;
invrom[181]=b01110101;
invrom[182]="b01111000;
invrom[183]="b01110001;
invrom[184]='b10100101;

[185]

[186]

— e e —

invrom[185]='b10001110;
invrom[186]='b01110110;
invrom[187]='b00111101;
invrom[188]='b10111101;
invrom[189]="b10111100;
invrom[190]="b10000110;
invrom[191]="b01010111;
invrom[192]="b00001011;
invrom[193]="b00101000;
invrom[194]="b00101111;
invrom[195]="b10100011;
invrom[196]='b11011010;

[197]

[198]

invrom[197]='b11010100;
invrom[198]='b11100100;
invrom[199]='b00001111;
invrom[200]='b10101001;
invrom[201]="b00100111;
invrom[202]="b01010011;
invrom[203]='b00000100;
invrom[204]="b00011011;
invrom[205]='b11111100;
invrom[206]='b10101100;
invrom[207]='b11100110;
invrom[208]='b01111010;

[

[

invrom[209]='b00000111;
invrom[210]='b10101110;
invrom[211]='b01100011;
invrom[212]='b11000101;
invrom[213]=b11011011;
invrom[214]="b11100010;
invrom[215]="b11101010;
invrom[216]='b10010100;
invrom[217]="010001011;
invrom[218]='b11000100;
invrom[219]="b11010101;
invrom[220]='b10011101;
invrom[221]='b11111000;

— e e —



invrom[222]='b10010000;
invrom[223]='b01101011;
invrom[224]='b10110001;
invrom[225]='b00001101;

invrom[226]='b11010110;
invrom[227]='b11101011;
invrom[228]='b11000110;
invrom[229]="b00001110;
invrom[230]="b11001111;
invrom[231]="b10101101;
invrom[232]='b00001000;
invrom[233]='b01001110;
invrom[234]="b11010111;
invrom[235]='b11100011;
invrom[236]='b01011101;
invrom[237]='b01010000;
invrom[238]='b00011110;
invrom[239]='b10110011;
invrom[240]='b01011011;
invrom[241]=b00100011;
invrom[242]="000111000;
invrom[243]="000110100;
invrom[244]="b01101000;
invrom[245]="b01000110;
invrom[246]="b00000011;
invrom[247]='b10001100;
invrom[248]='b11011101;

[249]=
[250]=

— e e —

invrom[249]='b10011100;
invrom[250]='b01111101;
invrom[251]='b10100000;
invrom[252]='b11001101;
invrom[253]="b00011010;
invrom[254]="b01000001;
invrom[255]="b00011100;

end//initial

reg [7:0] invout;
reg [7:0] affine;
wire [7:0] yout;

always @ (posedge clk ) begin
begin

if ((reset === 1'b1))
invout <= 'b00000000;

else
invout <= invrom[xin];

end

end //always

always @ (posedge clk ) begin
begin

affine[7] <= (((((invout[7] ~ invout[6]) ~ invout[5]) ” invout[4]) ~ invout[3]) * 1'b0);
affine[6] <= (((((invout[6] ~ invout[5]) ~ invout[4]) ” invout[3]) ~ invout[2]) * 1'b1);
affine[5] <= (((((invout[5] ~ invout[4]) ~ invout[3]) » invout[2]) ~ invout[1]) * 1'b1);
affine[4] <= (((((invout[4] ~ invout[3])  invout[2]) ” invout[1]) ~ invout[0]) * 1'b0);
affine[3] <= (((((invout[7] ~ invout[3]) * invout[2]) " invout[1]) ~ invout[0]) * 1'b0);
affine[2] <= (((((invout[7] ~ invout[6]) * invout[2]) ~ invout[1]) ~ invout[0]) * 1'b0);
affine[1] <= (((((invout[7] * invout[6]) * invout[5]) ” invout[1]) ” invout[0]) * 1'b1);

|_||_||_||_|



affine[0] <= (((((invout[7] ~ invout[6]) * invout[5]) ” invout[4]) ~ invout[0]) * 1'b1);
end

end //always
assign {yout}=affine;

endmodule

// Univ. of the Ryukyus LSI design contest 2004
// SubBytes Transform Circuit for AES Cipher
// file: sender.vhd

// Sender generates 8 bit integer from 0 to 255
// Tom Wada 2003/September/15

module sender ( clk, reset, plain );
input clk;
input reset;
output [7:0] plain ;

reg [7:0] count;
wire [7:0] plain;

always @ (posedge clk ) begin
begin
if ((reset === 1'b1))
count <= '00000000;

else
count <= (count + 1);

end

end //always
assign {plain}=count;

endmodule

// Univ. of the Ryukyus LSI design contest 2004
// SubBytes Transform Circuit for AES Cipher
// file: test_subbytes.vhd

// TESTBENCH

// Tom Wada 2003/September/15

module test subbytes; // Null Port List
reg clk;
initial clk = 1'b0;
reg reset;
initial reset = 1'b1;
integer cycle = 0;
wire [7:0] plain;
wire [7:0] yout;
reg inv;
initial inv = 1'b0;
always begin
if ((cycle < 1000))

begin
cycle <= (cycle + 1);
#(10* "ns);

clk <=~ (clk);



end
else
wait(0);

end
always begin
begin
begin :Block Name 1
integer n;
for (n=0;n<=5;n=n+1) begin
@(negedge clk );

end //for
end //end Block
reset <= 1'b0;
end
end
sender i_sender(.clk(clk), .reset(reset), .plain(plain));
subbytes i_subbytes(.clk(clk), .reset(reset), .xin(plain), .inv(inv), .yout(yout));
//Addition begin
/] #% #1172 SBOX/INVSBOX % —--D[E 2272\ VT PipeLineDelay (3x2=6 Clock) #%
I TEIZRDZEERRFET D,
wire [7:0] f arkl,gmull out,gmul2 out,yout2;

gmul_pipe_ver2 gmull( clk,plain,8'h00,gmull_out,inv,reset,f arkl);
gmul_pipe_ver2 gmul2( clk,8'h00,gmull_out,yout2,!inv,reset,gmul2 _out);

//Addition end
endmodule
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11/ "

/11! This source file may be used and distributed without "

//// restriction provided that this copyright statement is not ////

//// removed from the file and that any derivative work contains ////

//// the original copyright notice and the associated disclaimer.////

111 "

/l// THIS SOFTWARE IS PROVIDED *"AS IS" AND WITHOUT ANY  ////

/I// EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED ////
//// TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS ////
//// FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL THE AUTHOR  ////

//// OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 1

//// INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES ////
//// INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE ////
//// GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 1

//// BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF ////
//// LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT ////

//// INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT ////
//// OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE "

//// POSSIBILITY OF SUCH DAMAGE. 1/

1 1"
T T

/I CVS Log

/

// $1d: test_bench_top.v,v 1.2 2002/11/12 16:10:12 rudi Exp $
//

// $Date: 2002/11/12 16:10:12 $

// $Revision: 1.2'$



/! $Author: rudi $
/I $Locker: $
// $State: Exp $

I

// Change History:

/
/
/1
/1
/
/1
/
/
/
/
I
/
/

$Log: test bench_top.v,v $
Revision 1.2 2002/11/12 16:10:12 rudi

Improved test bench, added missing timescale file.

Revision 1.1.1.1 2002/11/09 11:22:56 rudi
Initial Checkin

module test bench model sim;

reg clk=0;

reg reset=0;
reg load in;
reg start_pulse;

wire done;

reg [127:0] text_in=0;

reg kld_in=0;

reg inv_in=0;

integer 1,k;

reg [127:0] plain_text[0:10000] ;//=128'h00112233445566778899aabbccddeeft;
reg [127:0] key=128'h000102030405060708090a0b0c0d0e0 f;

reg [127:0] ciphertext[0:10000] ;// 128'h69c4e0d86a7b0430d8cdb78070b4c55a;
reg [127:0] received_data[0:10000];

reg [127:0] key_buffer[0:31];

reg [127:0] key_inv_buffer[0:31];
wire [127:0] text out port;

reg kld;

wire [31:0] wO,w1,w2,w3;
wire [31:0] wrO,wrl,wr2,wr3;
wire key load_done;

wire [5:0] usedw;

wire clock out,almost_full;

wire [7:0] sa00 ark, sa0l ark, sa02_ ark, sa03 ark;
wire [7:0] salO ark,sall ark,sal2 ark,sal3 ark;
wire [7:0] sa20 ark,sa2l ark, sa22 ark, sa23 ark;
wire [7:0] sa30 ark,sa31 ark, sa32 ark, sa33 ark;
reg [3:0] kent;

reg kb _1d;

reg kdone;

reg [31:0] received word length,send data length;
integer errors=0;

wire

data valid;

wire fifo read enable;
wire [4:0] kcounter;
wire fifo_write enable;
//Test Bench Starts

initial begin
reset_env;
simple_testl;



random_test1(1);

random_test3(2);
if ('errors) $display("'Fixed length Test Passed.$time=%d",$time);

random_test2(3);
if (lerrors) $display("Random #of bytes test Passed.$time=%d",$time);

random_test1(1);
if (lerrors) $display("Test Done with no errors.%d",$time);
#(1*1000) $finish;
end
//Test Bench Finished.
/I"define VERITAK
‘define DELAY SIM
“define HOLD_TIME 100
‘define CYCLE_TIME 2350 //
‘ifdef VERITAK
always #(10) clk<=~clk;
“else
always #('CYCLE TIME) clk<=~clk;//
‘endif
aes_cipher_top dut(.clk(clk), .rst(reset), .1d_in(load_in), .done(done), .text_in(text_in), .text out port
(text_out_port),.inv_in(inv_in),.kld_in(kld in),.start pulse in(start pulse),.read _enable(read_enable),.kdone
(key load done),.almost_full(almost_full),.clock out(clock out));

task reset_env;
begin

start_pulse=0;
kld_in=0;
reset=0;
load_in=0;
text in=0;
inv_in=0;

#(1*1005) reset=1;
#(1*1000);
end
endtask
task data_length check;
input [31:0] bytes;
begin
if (bytes%S5 !==0 ) begin
$display("Send-bytes modulo 5 should be 0 in order to fill out pipe-line.");
$finish;
end

end
endtask

task make random text data;
input [31:0] bytes;
integer m3,m2,m1,mo0;
integer n;
begin
data_length check(bytes);
for (n=0; n<bytes; n=n+1) begin
mO=$random;
ml=$random;
m2=$random;
m3=S$random;
plain_text[n]={m3,m2,ml,ml};



end
end
endtask

task simple_testl;

integer i;

begin
key=128'h000102030405060708090a0b0c0d0e0f;
make round keys;
send round keys;
send data length=15;
for (i=0; i< 64;i=i+1) plain_text[i] =128'h00112233445566778899aabbccddeefT;

plain_text[0] =128'h00112233445566778899aabbccddee fT;
plain_text[1] =128'h00112233445566778899aabbccddee fT;
plain_text[2] =128'h00112233445566778899aabbccddee ff;
plain_text[3] =128'h00112233445566778899aabbccddee ff;
plain_text[4] =128'h00112233445566778899aabbccddeefT;
plain_text[5] =128'h00112233445566778899aabbccddeefT;
plain_text[6] =128'h00112233445566778899aabbccddeeft;
plain_text[7] =128'h00112233445566778899aabbccddeeft;
plain_text[8] =128'h00112233445566778899aabbccddeeft;
plain_text[9] =128'h00112233445566778899aabbccddeeft;

for (1i=0; i< 64;i=i+1) ciphertext[i] =128'h69c4e0d86a7b0430d8cdb78070b4c55a;
ciphertext[0] =128'h69c4e0d86a7b0430d8cdb78070b4c55a;
ciphertext[1] =128'h69c4e0d86a7b0430d8cdb78070b4c55a;
ciphertext[2] =128'h69c4e0d86a7b0430d8cdb78070b4c55a;
ciphertext[3] =128'h69c4e0d86a7b0430d8cdb78070b4c55a;
ciphertext[4] =128'h69¢c4e0d86a7b0430d8cdb78070b4c55a;
ciphertext[5] =128'h69c4e0d86a7b0430d8cdb78070b4c55a;
ciphertext[6] =128'h69c4e0d86a7b0430d8cdb78070b4c55a;
ciphertext[7] =128'h69c4¢0d86a7b0430d8cdb78070b4c55a;
ciphertext[8] =128'h69¢4e0d86a7b0430d8cdb78070b4c55a;
ciphertext[9] =128'h69¢4e0d86a7b0430d8cdb78070b4c55a;

send plain_texts(send data length);
send ciphered_text(send data_length);
compare(send data_length);

end
endtask

task random_test1;
input [31:0] loop_len;
integer k;
integer data_words;
begin
key=128'h000102030405060708090a0b0c0d0e0f;
make round_keys;
send round_ keys;
for (k=0;k<loop_len;k=k+1) begin
data_words=65;//get random_num_words(64);
$display("Testing data words=%d",data_words);
make random text data(data words);
send plain_texts(data words);
send back received data(data_words);
compare(data_words);
end
end
endtask



task random_test2;
input [31:0] loop_len;
integer k;
integer data_words;
begin
/ key=128'h000102030405060708090a0b0c0d0e0f;
key=128'habcdefffeeddccbbaa99887766554433;
make round keys;
send round keys;
for (k=0;k<loop_len;k=k+1) begin
data_words=get random_num_words(500);
$display("Testing data_words=%d",data_words);
make random_text data(data_words);
send plain_texts(data words);
send back received data(data_words);
compare(data_words);
end
end
endtask
task random_test3;//10bytes [&l &
input [31:0] loop_len;
integer k;
integer data words;
begin
// key=128'h012312000102030405060708090a0b0c0d0e0f;
key=128'n990123495867df7¢e727375970bcdeafef4326;

make round_keys;

send round_ keys;

for (k=0;k<loop_len;k=k+1) begin
data_words=10;
$display("Testing data words=%d",data_words);
make random text data(data words);
send plain_texts(data words);
send back received data(data_words);
compare(data_words);

end

end
endtask

function [31:0] get random_num_words;//
input [31:0] max_words;
integer i;
begin
i=$random;
while(i %5 !=0 || max_words<i || 1 <0) begin//Cyclone FIFO : do not write when remaining
words are less than two.
i=($random)%(max_words+1);
end
get random num_words=i;

end
endfunction

task compare;

input [31:0] compare bytes;

integer k;

begin

for (k=0; k<compare bytes;k=k+1) begin
if (received data[k] !==plain_text[k]) begin

$display("Data Compare Error.! [%d]",k);
$display("Decoded Data=%h",received data[k]);



$display("Original Data=%h",plain_text[k]);
$Sdisplay(" ");
$finish;
errors =errors+1;
end
end
end
endtask

task set_encode mode;
begin

@(negedge clk);
inv_in=0;
@(negedge clk);
start_pulse=1;
@(negedge clk);
start_pulse=0;
@(negedge clk);

end
endtask
task set_decode mode;
begin
@(negedge clk);
inv_in=1;
@(negedge clk);
start_pulse=1;
@(negedge clk);
start_pulse=0;
@(negedge clk);

end
endtask
reg sync_almost_full;
always @(posedge clk) sync_almost_full<=almost_full;

task send_plain_texts;

input [31:0] send_bytes;

integer k;

begin
Iftext D%
data_length check(send bytes);
set_encode mode;
//send_round keys for encode;
received word length=0;//reset receive buffer pointer
for (k=0; k<send_bytes; k=k+1)begin

@(posedge clk);
‘ifdef DELAY_SIM #(HOLD_ TIME);//

load_in<=0;

“endif

wait(!sync_almost_full);

‘ifdef DELAY SIM #('HOLD TIME);//
load_in<=I;

“endif

text in<=plain_text[k];
end
@(posedge clk);
load_in<=0;
@(negedge clk);



@(posedge done);
//encode done
if (received_word_length !=send bytes) begin
$display("Sorry,Length Error. Please debug by yourself. %d %

d",received word_length,send bytes);

end
endtask

end

task send_back received data;
input [31:0] send_bytes;
integer k;

begin

/text D% H

data_length check(send bytes);

set_decode mode;

//send_round keys for decode;
received_word_length=0;//reset receive buffer pointer

for (k=0; k<send bytes; k=k+1)begin

@(posedge clk);
‘ifdef DELAY_SIM #(HOLD_TIME);//

load_in<=0;

“endif

wait(!sync_almost_full);

‘ifdef DELAY_SIM #(HOLD_TIME);//
load in<=I;

‘endif

text in<=received data[k];
end
@(posedge clk);
load in<=0;
@(negedge clk);

@(posedge done);
//decode done
if (received_word_length !=send bytes) begin
$display("Sorry,Length Error. Please debug by yourself. %d %

d",received_word_length,send bytes);

end
endtask

end

task send_ciphered_text;
input [31:0] send_bytes;
integer k;

begin

/text Dk

data_length check(send bytes);

set_decode mode;

//send_round_keys for decode;

received_word length=0;//reset receive buffer pointer

for (k=0; k<send bytes; k=k+1)begin

@(posedge clk);
‘ifdef DELAY SIM #(CHOLD TIME);//Add 50ps for hold time

load_in<=0;
“endif
wait(!sync_almost full);
‘ifdef DELAY_SIM #("HOLD_TIME);//Add 50ps for hold time



load_in<=1;
“endif
text_in<=ciphertext[k];
end
@(posedge clk);
load_in<=0;
@(negedge clk);

@(posedge done);
//decode done
if (received_word_length !=send bytes) begin
$display("Sorry,Length Error. Please debug by yourself. %d %
d",received_word_length,send bytes);

end
end
endtask
task make round_ keys;
begin

key buffer[0]<=0;//
key inv_buffer[0]<=0;//

@(negedge clk);
1177 R —DERK1I MEDTD L R¥—% RAM IZ Key Buffer (ZULH
//IAIIREIZ INVERSE b EHE 7%, ROUND1/11 LIS, KEY 12%F9% INV_MIX_COL %
B9 5, IANIES INVERSE 75,
kld=1;
@(negedge clk);
kld=0;
‘ifdef DELAY_SIM
#(1000*(20%12));
‘else
#(1*(20*12));
‘endif
IERAS

end
endtask

task send_round keys;

begin
/ Key 2 HHFIE, Encode (2952,
set_encode mode;
//Encode key 3% H
for (k=1; k<12; k=k+1)begin
@(posedge clk);
‘ifdef DELAY SIM #HOLD_TIME;//Add 50ps for hold time
“endif
kld in<=1;
text_in<=key buffer[k];
end
for (k=0; k<4; k=k+1)begin//dummy
@(posedge clk);
‘ifdef DELAY SIM # HOLD TIME;
‘endif //for hold time
kld in<=1;
text in<=0;
end
//Decode key D% H

for (k=0; k<12; k=k+1)begin



end
endtask

@(posedge clk);
‘ifdef DELAY SIM #HOLD_ TIME;

“endif //for hold time
kld in<=1;
text_in<=key inv_buffer[k];

end

@(posedge clk);
‘ifdef DELAY_ SIM #HOLD_TIME;

‘endif //for hold time

kld in<=0;
wait( key load done);

always @(posedge clk) begin
“ifdef DELAY_SIM

‘endif

#(100);/

if (read_enable) begin

received_data[received word length]<=text out port;
received word length=received word length+1;

end
end
always @(posedge clk)
if(!reset) kent <= 4'hl;
else
if(kld) kent <= 4'hl;
else
if(kb_1d) kent <= kent + 4'hl;
always @(posedge clk)
if(!reset) kb 1d <= 1'D0;
else
if(kld) kb 1d<= 1'bl;
else
if(kent==4'hb) kb 1d <= 1'b0;
always @(posedge clk) kdone <= (kent==4'hb) & 'kld;

aes_key expand 128 u0(

.clk(
kld(
key(
.wo_0(
wo_I(
wo_2(
wo_3(

clk ),
kld),
key )
w0 )
wl ),
w2 )
w3 )

assign sa00 ark=wO0[31:24];
assign sal0 ark= w0[23:16];
assign sa20 ark= w0[15:08];
assign sa30_ark= w0[07:00];



31:24];

assign sa0l_ark=wl ]
23:16];
]
]

assign sall ark=wl
assign sa2l ark=wl
assign sa31 ark=wl

15:08];
07:00];

— e

assign sa02_ark=w2[31:24];
assign sal2 ark=w2[23:16];
assign sa22 ark= w2[15:08];
assign sa32 ark= w2[07:00];

31:24];

assign sa03_ark=w3 15
23:16];
]
]

assign sal3_ ark= w3
assign sa23 ark= w3
assign sa33_ ark= w3

15:08];
07:00];

[ e

assign wr0 = inv_mix_col(sa00 ark,sal0 ark,sa20 ark,sa30 ark);
assign wrl = inv_mix_col(sa0l ark,sall ark,sa21 ark,sa31 ark);
assign wr2 = inv_mix_col(sa02_ark,sal2 ark,sa22 ark,sa32 ark);
assign wr3 = inv_mix_col(sa03_ark,sal3 ark,sa23 ark,sa33 ark);

function [31:0] inv_mix_col;

input  [7:0]  s0,s1,s2,s3;

begin
inv_mix_col[31:24]=pmul_e(s0)*pmul_b(s1)*pmul_d(s2)"pmul_9(s3);
inv_mix_col[23:16]=pmul_9(s0)"pmul_e(s1)*pmul_b(s2)"pmul_d(s3);
inv_mix_col[15:08]=pmul_d(s0)"pmul 9(s1)*pmul e(s2)"pmul_ b(s3);
inv_mix_col[07:00]=pmul_b(s0)"pmul_d(s1)*pmul 9(s2)"pmul_e(s3);
end

endfunction

/I Some synthesis tools don't like xtime being called recursevly ...

function [7:0] pmul_e;

input [7:0] b;

reg [7:0] two,four,eight;

begin
two=xtime(b);four=xtime(two);eight=xtime(four);pmul_e=eight"four*two;
end

endfunction

function [7:0] pmul_9;

input [7:0] b;

reg [7:0] two,four,eight;

begin
two=xtime(b);four=xtime(two);eight=xtime(four);pmul 9=eight"b;
end

endfunction

function [7:0] pmul_d;

input [7:0] b;

reg [7:0] two,four,eight;

begin

two=xtime(b); four=xtime(two);eight=xtime(four);pmul_d=eight"four"b;
end

endfunction



function [7:0] pmul_b;

input [7:0] b;

reg [7:0] two,four,eight;

begin
two=xtime(b);four=xtime(two);eight=xtime(four);pmul_b=eight"two”b;
end

endfunction

function [7:0] xtime;
input [7:0] b;xtime={b[6:0],1'b0}(8'h1b& {8{b[7]}});
endfunction

always @(posedge clk) if(kb_1d) begin
key buffer[kent] <= {w0,wl,w2,w3};
if (kent==11 || kent==1)
key inv_buffer[12-kent]={w0,w1,w2,w3};
else key inv_buffer[12-kent]={wr0,wrl,wr2,wr3};

end
endmodule
module aes_key expand 128(clk, kld, key, wo 0, wo 1, wo_2, wo_3);
input clk;
input kld;
input  [127:0] key;
output [31:0] wo 0,wo 1, wo 2, wo 3;
reg [31:0] w[3:0];
wire [31:0] tmp w;
wire [31:0] subword;

wire [31:0] rcon;

assign wo_0 = w[0];
assign wo_1=w[1];
assign wo_2 = w[2];
assign wo_3 = w[3];

always @(posedge clk) w[0] <= kld ? key[127:096] : w[0]"subword”rcon,;

always @(posedge clk) w[1] <= kld ? key[095:064] : w[0]"W[1]"subword"rcon;

always @(posedge clk) w[2] <= kld ? key[063:032] : w[0]*W[2]"W[1]"subword"rcon;
always @(posedge clk) w[3] <= kld ? key[031:000] : w[0]*W[3]*W[2]"W[1]"subword"rcon;

assign tmp_w = w[3];

non_pipelined gmul u0( .plain(tmp w[23:16]), .yout(subword[31:24]),.inv(0));
non_pipelined gmul ul( .plain(tmp w[15:08]), .yout(subword[23:16]),.inv(0));
non_pipelined _gmul u2( .plain(tmp w[07:00]), .yout(subword[15:08]),.inv(0));
non_pipelined _gmul u3( .plain(tmp w[31:24]), .yout(subword[07:00]),.inv(0));

aes_rcon r0( .clk(clk), .kld(kld), .out(rcon));
endmodule

e e

11 "

//// AES RCON Block "/

111 "

111 1"

////" Author: Rudolf Usselmann 1/

" rudi@asics.ws "

11 "

1/ "

//// Downloaded from: http://www.opencores.org/cores/aes_core/ ////
1/ "

T



1 1/

/1] Copyright (C) 2000-2002 Rudolf Usselmann "
1 WWW.asiCS.Ws m

1 rudi@asics.ws "

11 1"

//// This source file may be used and distributed without "

//1/ restriction provided that this copyright statement is not ////

//// removed from the file and that any derivative work contains ////

//// the original copyright notice and the associated disclaimer.////

11 1"

/l// THIS SOFTWARE IS PROVIDED ""AS IS" AND WITHOUT ANY  ////

/I// EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED ////
/l// TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS ////
/ll/l FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL THE AUTHOR  ////

//// OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, 1

//// INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES ////
/I// INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE ////
//// GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 11

//// BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF ////
//// LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT ////

//// INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT ////
//// OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE 1

//// POSSIBILITY OF SUCH DAMAGE. 111/

11 "
s

/' CVS Log

//

// $1d: aes_rcon.v,v 1.1.1.1 2002/11/09 11:22:38 rudi Exp $
//

// $Date: 2002/11/09 11:22:38 $

// $Revision: 1.1.1.1 $

// $Author: rudi $

// $Locker: $

// $State: Exp $

/!

// Change History:

/ $Log: aes_rcon.v,v $

// Revision 1.1.1.1 2002/11/09 11:22:38 rudi
I Initial Checkin

/
/
/
/1
/1
/

module aes_rcon(clk, kld, out);
input clk;

input kld;

output [31:0] out;

reg [31:0] out;

reg [3:0] rent;

wire [3:0] rent next;

always @(posedge clk)
if(kld) out <= 32'h01 00 00 00;
else out <= frcon(rcnt_next);

assign rent_next = rent + 4'hl;
always @(posedge clk)
if(kld) rent <= 4'h0;
else rent <= rcnt_next;



function [31:0] frcon;
input  [3:0] i;

case(i) // synopsys parallel case
4'h0: frcon=32'h01_00 00 _00;
4'hl: frcon=32'h02_00 00 _00;
4'h2: frcon=32'h04_00 00 _00;
4'h3: frcon=32'h08 00 00 00;
4'h4: frcon=32'h10_00_00_00;
4'h5: frcon=32'h20_00_00_00;
4'h6: frcon=32'h40_00_00_00;
4'h7: frcon=32'h80_00_00_00;
4'h8: frcon=32'h1b_00_00_00;
4'h9: frcon=32'h36_00_00_00;
default: frcon=32'h00_00_00 00;

endcase
endfunction

endmodule

module non_pipelined gmul(plain,yout,inv);

input [7:0] plain;

input inv;

output [7:0] yout;
wire [7:0] uv,affin_out;

wire
wire
wire
wire

— e

7:0]ul6,ulée, cul6;
3:0] pow2,adderl,adder2,x14;
3:0] m0_A,m0 BmO out;
3:0]ml_A,ml Bml out;

wire [3:0] m2_out,inv_out;

wire [3:0] u,c;
wire [3:0] inv_outl;

reg [7:0] vr;
wire [7:0] uvout;

always @(plain[7:0] or inv) begin
if (inv) begin//means decode
vr[7]<=plain[6]"plain[4]*plain[1];
vr[6]<=plain[5]*plain[3]"plain[0];
vr[5]<=plain[7]"plain[4]"plain[2];
vr[4]<=plain[6]"plain[3]"plain[1];
vr[3]<=plain[5]*plain[2]"plain[0];
vr[2]<=plain[ 7]"plain[4]"plain[1]"1;
vr[ 1]<=plain[6]"plain[3]"plain[0];
vr[0]<=plain[ 7]"plain[5]"plain[2]"1;

end else vr <=plain;

end

assign uvout=uv;

assign  affin_out[7] = uvout[7] * uvout[6] * uvout[5] * uvout[4] * uvout[3];

assign affin_out[6] = uvout[6] * uvout[5] * uvout[4] "
assign affin_out[5] = uvout[5] * uvout[4] * uvout[3] "
assign affin_out[4] = uvout[4] ~ uvout[3] * uvout[2] "
assign affin_out[3] = uvout[7] ~ uvout[3] * uvout[2] "
assign affin_out[2] = uvout[7] ~ uvout[6] * uvout[2] "
assign affin_out[1] = uvout[7] ~ uvout[6] * uvout[5] "
assign affin_out[0] = uvout[7] ~ uvout[6] * uvout[5] "

function [3:0] inv16;

uvout[3] *
uvout[2] *
uvout[1]*
uvout[1] *
uvout[1] "
uvout[1] "
uvout[4] "

uvout[2] * 1;
uvout[1] "~ 1;
uvout[0] ;
uvout[0] ;
uvout[0] ;
uvout[0] * 1;
uvout[0] * 1;



input [3:0] address;

case (address)
: inv16=4"h0;
1 inv16=4'h1;
:inv16=4'h9;
: inv16=4'he;
: inv16=4'hd;
: inv16=4'hb;
1 inv16=4'h7,
: inv16=4'h6;
: inv16=4'hf;
:inv16=4'h2;
10:inv16=4'hc;
11:inv16=4"h5;
12:inv16=4'ha;
13:inv16=4"h4;
14:inv16=4'h3;
15:inv16=4'h8;
endcase

O 01NN WN—~O

endfunction

assign yout=!inv ? affin_out : uvout;

//assign inv_out=inv16(adder2[3:0]);
assign inv_outl=inv16(m2_out[3:0]);
//assign inv_out=inv16(pipe_reg0[3:0]);
assign inv_out=inv_outl;

/175% AXB HHNFRAT

II'F e

assign m0_A[3:0]=inv_out;
/fassign m0_B[3:0]=ul6c[7:4];
assign m0_B[3:0]=ul6c[7:4];

awe

assign m1_A[3:0]=inv_out;
//assign m1_B[3:0]=adder1[3:0];
assign m1_B[3:0]=adder1[3:0];

assign adder1[3:0]=ul6c¢[3:0] ~ul6c[7:4];

assign u[3:0]=ul6c[7:4];
assign c[3:0]=ul6c¢[3:0];

// Add Adder

assign m2_out[0]=u[0] Ac[0] 2] ¢[0]& u[0] ~ ¢[3] & u[1] ~ c[2] &u[2] ~c[1] & u[3];

assign m2_out[1]=u[1]"u[3] ~c[2]" c[1] & u[0] * c[0] & u[1] ~ ¢[3]& u[1] ~ c[2] &u[2] " c[3] & u[2] ~c[1]& u[3] "¢
[2]& u[3];

assign m2_out[2]=u[3] A1 e[3]" ¢[2] & u[0] ~c[1] &u[1] ” ¢[0] & u[2] ~ ¢[3] & u[2] * c[2]& u[3] ~ c[3] &u
[3];

assign m2_out[3]=u[0]™u[2] “c[3]" c[3] & u[0] " c[2] & u[l] * c[1]& u[2] * c[0]& u[3] * c[3]& u[3];

gmull6 mul0(m0 A,m0 B,m0 out);
gmull6 mull(ml_A,ml B,ml out);

assign cul6={m0_out[3:0],m1 out[3:0]};
/% 2MN2-> 218
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*/
assign uv[0]= cul6[0] "
assign uv[1]=

assign uv[2
assign uv[3
assign uv[4

=
=
]
]
]
]

S OO OoO OO~

— O, OO oo~
—_— O OO OO~ —

cul6[2]

cul6[2]
cul6[2]

cul6[4]”

A cul6[4]

~cul6[5] ~cul6[6] ~ cul6[7];
cul6[7];

A cul6[4] » cul6[5]

A cul6[2] ~ cul6[3]

A cul6[6]

Acul6[6] ” cul6[7];

Avr[4] N vr[6] A vr[7];

A7)
Avr[7];
~vr[7];

A vr[4] Avr[6] A vr[7];

assign uv[5]=  cul6[1] " cul6[3]
assign uv[6]=  cul6[1] * cul6[2] " cul6[4]
assign uv[7]=  cul6[1] " cul6[3]
/*
XInv =27 2/8->2/4"2

1 0 0 1 1 0 1 1ho

0 0 1 0 0 0 1 O0hl

0 1.1 0 0 1 0 1h2

0 1.1 0 1 1 0 1h3

0 1 0 0 0 1 0 1h4

0 0 1 1 0 0 0 OhS

0 1 0 0 I 0 1 1h6

0 0 0 0 0 1 O 1h7
*/
assign ul6c[0]= vr[0] vr[3]
assign uléc[1]= vr[2] vr[6]
assign uléc[2]= vr[1] # vr[2] A vr[5]
assign uléc[3]= vr[1] * vr[2] Avr[4] 7 vr[5]
assign uléc[4]=  vr[l] ~vr[5]
assign uléc[5]= vr[2] " vr[3]
assign uléc[6]=  vr[l]
assign uléc[7]=
endmodule

module gmull6(u,v,uv);
input [3:0] u,v;
output [3:0] uv;

assign uv[0]=v[0] & u[0]

assign uv[1]=v[1] & u[0] *
assign uv[2]=v[2] & u[0] * v[1] & u[1] * v[0] & u[2] * v[3] & u[2] "~ v[2] & u[3] ~ v[3] & u[3];
assign uv[3]=v[3] & u[0] * v[2] & u[1] * v[1] & u[2] * v[0] & u[3] " v[3] & u[3];

endmodule

AV[3] & u[l]

v[0] &u[1] "

A V2] & u[2]

v[3] &u[l] "

vr[5]

Av[1] & u[3];
v[2] & u[2] *

~vrl7];

v[3] &u[2] "

v[1] &u[3] "

v[2] & u[3];



AES [a]# a5 R )

//l AES CIPHER CORE for Altera FPGA CYCLONE

///" This is derivative work from original code of Rudolf Usselmann.
/Il Almost all codes and Interface are changed from the original.
1

//l Features

/Il .Specific Core Altera CYCLONE

//l .Encode/Decode with one core

/Il .5 PipeLine

/Il for 128bits keys only

1/

1/

/Il Synthesis Result using EP1C4F400C6 Condition (Quartus2 SP2)
//l .212MHz (Excluding 1O Interface)

/Il 2515CELL

1

/Il Copyright (C) 2003 Tak.Sugawara

//l" Nov.7.2003

//l" Author: Tak.Sugawara

/Il www.sugawara-systems.com

/Il tech-support@sugawara-systems.com

1

1

T T

11 1"

/1l AES Key Expand Block (for 128 bit keys) "
111 1"

111 1

/lll" Author: Rudolf Usselmann 1

1 rudi@asics.ws "

11 1"

11/ "

/Il Downloaded from: http://www.opencores.org/cores/aes_core/ ////
11 "
T

11 "

/1] Copyright (C) 2000-2002 Rudolf Usselmann "
11 WWW.asics.ws 11

" rudi@asics.ws "

111 1

//1/ This source file may be used and distributed without 1

/11/ restriction provided that this copyright statement is not ////

//// removed from the file and that any derivative work contains ////

/111 the original copyright notice and the associated disclaimer.////

111 1"

//ll THIS SOFTWARE IS PROVIDED ""AS IS" AND WITHOUT ANY  ////

///l EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED ////
//// TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS ////
//l/l FOR A PARTICULAR PURPOSE. IN NO EVENT SHALL THE AUTHOR  ////

//// OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, "

//// INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES ////
///l INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE ///
//// GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 1

//// BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF ////
//// LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT ////

//// INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT ////
//// OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE 11

//// POSSIBILITY OF SUCH DAMAGE. 111/



1 1/
T T

/' CVS Log

//

// $1d: aes_key expand 128.v,v 1.1.1.1 2002/11/09 11:22:38 rudi Exp $
//

// $Date: 2002/11/09 11:22:38 §

/I $Revision: 1.1.1.1 $

//" $Author: rudi $

/I $Locker: $

// $State: Exp $

//

// Change History:

// $Log: aes key expand 128.v,v $

// Revision 1.1.1.1 2002/11/09 11:22:38 rudi
/I Initial Checkin

//

//

/

/!

/

//

“define CYCLONE

module aes_cipher top(clk, rst, 1d_in, done, text in,
text_out port,inv_in,kld in,start pulse in,read enable,kdone,almost full,clock out);
input inv_in;

input clk, rst;
input 1d_in;
output done;

input  [127:0] text in;

output [127:0] text out port;
output read_enable;

output kdone;

output almost_full;

output clock out;

input kld_in;

input start_pulse in;

reg inv0,inv_top,ld,kld,start_pulse;

reg [127:0] final text outOl,final text out23.final text out45 final text out6,final text out;
wire [127:0] fifo_read port;

reg [4:0] address;

reg [5:0] counter;

reg read_enable,read enable d;
wire [5:0] usedw;
wire full,empty;
wire fifo write,fifo read;
wire sclr;

reg [3:0] state;

reg load d;

reg almost_full;

wire over5,go,loadable;

wire load;

fifo64 fifo(
.data(text_in),
wrreq(1d_in),
.rdreq(load),
.clock(clk),
.sclr(0),
.q(fifo_read_port),



full(full),

.empty(empty),
.usedw(usedw));

assign load=state[0] | state[1];
assign overS=usedw >=5;
assign go=over5 && loadable;
assign clock out=clk;
wire [127:0] sr_port0,ark port0;
wire [127:0] final out;
wire read_enable0;
wire kdone0;
wire done0;
always @(posedge clk or negedge rst) begin
if (Irst) almost_full<=0;
else almost full <=usedw>=60;
end

always @(posedge clk or negedge rst) begin
if (Irst) state<=0;
else begin
case (state)
4'v0000:if (go ) state <=4'b0001;

4'b0001: state <=4'b0011;
4'50011: state <=4'b0111;
4v0111: state <=4'bl1111;
4'v1111: state <=4'b1110;
4'v1110: state<=4'b1100;
4'51100: state<=4'b0000;//
4'b1000: state<=4'b0000;

default: state <=450000;
endcase
end
end
always @(posedge clk) begin
inv0 <=inv_in;
inv_top<=inv_in;
start pulse<=start_pulse in;
kld<=kld_in;
ld<=Id_in;
load_d<=load;
//text_in_reg <=text in;
end

always @(posedge clk or negedge rst) begin//
if(!rst) read enable <=0;

else read enable <=read enable0;
end

assign kdone=kdone0;
assign done=done0;

assign text out port=read enable ? final out : 128'hzzzz 777z 777z 7777 7777 7777 7777 7777



aes_cipher _module aesO(clk, rst,load d,
done0,fifo_read port,final out,inv0,kld in,start pulse,read enable0,kdone0,loadable,text in);

endmodule
module aes_cipher module(clk, rst, 1d, done, text _in,
final out,inv,kld,start pulse,read enable,kdone,loadable key text);

input inv;

input clk, rst;
input 1d;
output done;

input  [127:0] text inkey text;
output [127:0] final out;
output read_enable;

output kdone;

input kld;

input start pulse;

output loadable;
T
/

// Local Wires

/

wire [31:0] wO,wl, w2, w3;

wire [7:0] sa00, sa01, sa02, sa03;
wire [7:0] sal0, sall, sal2, sal3;
wire [7:0] sa20, sa2l, sa22, sa23;
wire [7:0] sa30, sa31, sa32, sa33;

wire [7:0] sa00 next, sa0l next, sa02 next, sa03 next;
wire [7:0] salO next, sall next, sal2 next, sal3 next;
wire [7:0] sa20 next, sa2l_next, sa22 next, sa23 next;
wire [7:0] sa30_next, sa31 next, sa32_next, sa33 next;

wire [7:0] sa00 next inv, sa0l next inv, sa02 next inv, sa03 next inv;
wire [7:0] salO next inv,sall next inv,sal2 next inv, sal3 next inv;
wire [7:0] sa20 next inv, sa2l next inv, sa22 next inv, sa23 next_inv;
wire [7:0] sa30 next inv, sa31 next inv, sa32 next inv, sa33 next inv;

wire [7:0] sa00 sub, sa0l sub, sa02 sub, sa03 sub;
wire [7:0] salO sub,sall sub, sal2 sub, sal3 sub;
wire [7:0] sa20 sub, sa2l sub, sa22 sub, sa23 sub;
wire [7:0] sa30 sub, sa31 sub, sa32 sub, sa33 sub;
wire [7:0] sa00_sr, sa01_sr, sa02_sr, sa03_sr;
wire [7:0] salO_sr,sall sr,sal2 sr,sal3 sr;
wire [7:0] sa20 sr, sa2l sr,sa22 sr, sa23 sr;
wire [7:0] sa30 sr,sa31 sr,sa32 sr, sa33 sr;

wire [7:0] sa00 sr inv, sa0l sr inv, sa02 sr inv, sa03 sr_inv;
wire [7:0] salO sr inv,sall sr inv,sal2 sr inv,sal3 sr_inv;
wire [7:0] sa20 sr inv, sa2l sr _inv, sa22 sr_inv, sa23 sr_inv;
wire [7:0] sa30 sr inv,sa31 sr inv, sa32 sr _inv, sa33 sr_inv;

wire [7:0] sa00_mc, sa01_mec, sa02_mc, sa03_mc;
wire [7:0] sal0_mc,sall mec, sal2 mc, sal3 mc;
wire [7:0] sa20_mc, sa21 _mec, sa22_mc, sa23_mc;



wire [7:0] sa30 _mc, sa31 mc, sa32 _mc, sa33 mc;

wire [7:0] sa00 ark, sa0l ark, sa02 ark, sa03 ark;
wire [7:0] salO ark,sall ark,sal2 ark,sal3 ark;
wire [7:0] sa20 ark, sa2l ark, sa22 ark, sa23 ark;
wire [7:0] sa30 ark, sa31 ark, sa32 ark, sa33 ark;
reg done;

reg kdone;

reg [3:0] pass_counter;

reg [2:0] usedw_counter;

wire excuting;

reg d0,d1,d2,d3,d4;

reg [3:0] state;

reg [127:0] pipe final,data_set reg.final out;
reg read_enable;

wire [127:0] fifo_read port;

wire [127:0] shift_out,ark port,sr_port,wport,next_port,next inv_port,text_port;
wire [127:0] final key;

wire sr_port_sel=!inv;

reg next inv_sel,next port sel;

regld_d;

always @(posedge clk) begin
if (next_inv_sel ) pipe final <=next inv_port;
else if (next_port_sel) pipe final <=next port;
end

always @(posedge clk) begin
if (Id ) data_set reg <=text_in"wport;
else data set reg <=pipe_ final“wport;
end
always @(posedge clk) begin
if( inv) final out <=ark port“final key;
else final out <=sr_port“final key;
end

always @(posedge clk or negedge rst) begin
if (Irst) read_enable<=0;
else if (pass_counter==10 && d2)
read_enable <=1;

else if (read_enable && d2)
read_enable <=0;
end

always @(posedge clk or negedge rst) begin
if (Irst) d0<=0;
else if (state==4'b0000 && 1d ) d0 <=I;
else if (state==4'b0000) d0<=0;
else if (state !=4'b0000) dO <=d4;
end



always @(posedge clk or negedge rst) begin
if (!rst) d1<=0;
else d1<=d0;
end
always @(posedge clk or negedge rst) begin
if (Irst) d2<=0;
else d2<=d1;
end
always @(posedge clk or negedge rst) begin
if (rst) d3<=0;
else d3<=d2;
end
always @(posedge clk or negedge rst) begin
if (Irst) d4<=0;
else d4<=d3;
end
always @(posedge clk or negedge rst) begin
if (Irst) pass_counter<=0;
else if (state==4'b0000 ) pass_counter<=1;
else if (state==4'b1110 && d4 && 1d) pass_counter<=1;
else if (d3 ) pass_counter<=pass_counter+1;
end

always @(posedge clk or negedge rst) begin
if (Irst) state<=0;
else begin
case (state)
4'0000:if (Id) state <=4'b0001;
4'b0001:if (d2) state <=4'b0011;
4'b0011:if (d3) state <=4'b0111;
4'b0111:if (pass_counter==10 && d3) state <=4'b1110;
4'b1111:if (d3)  state <=4'b0111;
4'b1110: if (d4 && 1d) state<=4'b0001;
else if (d1) state<=4'b1100;
4'b1100: state<=4'b1000;//done delay
4'b1000: state<=4'b0000;
default: state <=4'0000;
endcase
end
end
always @(posedge clk or negedge rst) begin
if (!rst) done<=1;
else if (1d) done<=0;
else begin
if( !(ld | excuting | read_enable) ) done<=1;
end
end

always @(posedge clk or negedge rst ) begin
if (Irst) next_port_sel<=0;
else if( ((state==4'b0001 ) || (state==4'b1111)) && d2 && !inv) next port sel<=l;//
else if(pass_counter==10 && d2 ) next port sel<=0;//
end
always @(posedge clk or negedge rst ) begin
if (Irst) next inv_sel<=0;
else if(((state==4'b0001 ) || (state==4'b1111 )) && d2 &&inv) next inv_sel<=1;//
else if(pass_counter==10 && d2) next_inv_sel<=0;//
end
always @(posedge clk or negedge rst ) begin
if (!rst) 1d_d<=0;
else 1d_d<=Id;//



end

assign excuting =state[0] | state[1] | state[2] | state[3];
assign loadable= !excuting || (state==4'b0111 && pass_counter==10 && d2);

T T
1

// Misc Logic

/

T
//

// Initial Permutation (AddRoundKey)

//

assign  {sa00,sal0,sa20,sa30,
sa0l,sall,sa21,sa31,
sa02,sal2,sa22,sa32,
sa03,sal3,sa23,sa33}=data_set reg;

assign ark port={sa00 ark,sal0 ark,sa20 ark,sa30 ark,
sa0l ark,sall ark,ssa2l ark,sa31 ark,
sa02 ark,sal2 ark,sa22 ark,sa32 ark,
sa03 ark,sal3 ark,sa23 ark,sa33 ark};

assign sr_port={ sa00_sr,sal0 _sr,sa20 sr,sa30 _sr,
sa0l sr,sall sr,sa2l sr,sa3l sr,
sa02 sr,sal2 sr,sa22 sr,sa32 sr,
sa03 sr,sal3 sr,sa23 sr,sa33 sr};

assign next_port={sa00 next,sal0_next,sa20 next,sa30 next,
sa0l next,sall next,sa2l next,sa31 next,
sa02 next,sal2 next,sa22 next,sa32 next,
sa03 next,sal3 next,sa23 next,sa33 next};

assign next_inv_port={sa00_next inv,sal0_next inv,sa20 next inv,sa30 next_inv,
sa0l next inv,sall next inv,sa2l next inv,sa31 next inv,
sa02 next inv,sal2 next inv,sa22 next_inv,sa32 next_inv,
sa03 next inv,sal3 next inv,sa23 next inv,sa33 next inv};

assign wport={w0,w1,w2,w3};

T
I

// Round Permutations
/!

assign sa00 sr_inv =sa(0;
assign sa0l_sr inv =sa0l;



assign sa02_sr inv =sa02;
assign sa03 sr inv =sa03;
assign sal0 sr inv =sal3;
assign sall sr inv =sal0;
assign sal2 sr inv =sall;
assign sal3 sr inv =sal2;
assign sa20 sr_inv =sa22;
assign sa2l sr inv =sa23;
assign sa22 sr inv =sa20;
assign sa23 sr inv =sa2l;
assign sa30 sr inv =sa31;
assign sa31 sr inv =sa32;
assign sa32 sr inv =sa33;
assign sa33 sr inv =sa30;

assign sa00 sr =sa00 sub;
assign sa0l sr=sa0l sub;
assign sa02 sr =sa02 sub;
assign sa03 sr=sa03 sub;
assign sal0 sr=sall sub;
assign sall sr=sal2 sub;
assign sal2 sr=sal3 sub;
assign sal3 sr=salO sub;
assign sa20 sr=sa22 sub;
assign sa2l sr=sa23 sub;
assign sa22 sr =sa20 sub;
assign sa23 sr=sa2l sub;
assign sa30 sr=sa33 sub;
assign sa31 sr=sa30 sub;
assign sa32 sr=sa31 sub;
assign sa33 sr=sa32 sub;

assign {sa00_mc, sal0_mc, sa20_mc, sa30_mc} = mix_ col(sa00_sr,sal0 _sr,sa20 sr,sa30_sr);
assign {sa0l mc, sall mc, sa2]1 mc, sa31 mc} =mix col(sa0l sr,sall sr,sa2l sr,sa3l sr);
assign {sa02 _mc, sal2 mc, sa22 mc, sa32 mc} =mix col(sa02 sr,sal2 sr,sa22 sr,sa32 sr);
assign {sa03 _mc, sal3 mc, sa23 mc, sa33 mc} = mix col(sa03_sr,sal3 sr,sa23 sr,sa33 sr);

assign sa00_next = sa00_mc;
assign sa0l next =sa0l mc;
assign sa02 next =sa02 mc;
assign sa03 next = sa03 muc;
assign sal0_next =sal0_mc;
assign sall next=sall mc;
assign sal2 next =sal2 muc;
assign sal3 next =sal3 mc;
assign sa20 next =sa20 mc;
assign sa2l next=sa2l mc;
assign sa22 next =sa22 mc;
assign sa23 next = sa23 mc;
assign sa30 next =sa30_mc;
assign sa31 next =sa31 mc;
assign sa32 next =sa32 mc;
assign sa33 next =sa33 muc;

assign shift out[007:000]=sr_port sel ?sa33 sr:sa33 ark;
assign shift out[015:008]=sr port sel ?sa23 sr:sa23 ark;
assign shift out[023:016]=sr port sel ?sal3 sr:sal3 ark;
assign shift out[031:024]=sr_port _sel ?sa03 sr : sa03_ark;



assign shift out[039:032]
assign shift out[047:040]
assign shift out[055:048]
assign shift out[063:056]
assign shift out[071:064]

=sr_port_sel ?sa32 sr:
=sr_port_sel 7sa22 sr:
=sr_port_sel ?sal2 sr:
=sr_port_sel ?sa02_sr :
sr_port_sel ?sa31 sr:
assign shift out[079:072]=sr_port_sel ?sa2l sr :
assign shift out[087:080]=sr_port sel ?sall sr:
assign shift out[095:088]=sr_port_sel ?sa0l sr :
assign shift out[103:096]=sr_port sel ?sa30 sr:
assign shift out[111:104]=sr_port_sel ?sa20 sr :
assign shift out[119:112]=sr_port _sel ?sal0Q sr:
assign shift out[127:120]=sr_port_sel ?sa00 sr :

sa32 ark;
sa22 ark;
sal2 ark;
sa02_ark;
sa3l ark;
sa2l ark;
sall ark;
sa0l ark;
sa30_ark;
sa20_ark;
sal0 ark;
sa00_ark;

assign {sa00_next inv, sal0 next inv, sa20 next inv, sa30_next_inv} =inv_mix_col

(sa00_ark,salO ark,sa20 ark,sa30_ark);

assign {sa0l next inv,sall next inv, sa2l next inv, sa3l next inv} =inv_mix_col

(sa01 ark,sall ark,sa2l ark,sa31 ark);

assign {sa02 next inv, sal2 next inv, sa22 next inv, sa32 next inv} =inv_mix_col

(sa02 ark,sal2 ark,sa22 ark,sa32 ark);

assign {sa03 next inv, sal3 next inv, sa23 next inv, sa33 next inv} =inv_mix col

(sa03_ark,sal3 ark,sa23 ark,sa33 ark);

/!
T
//

// Inverse Generic Functions

1

function [31:0] inv_mix_col;
input [7:0]  s0,s1,s2,s3;
begin
inv_mix_col[31:24]
inv_mix_col[23:16]
inv_mix_col[15:08]
inv_mix_col[07:00]
end

endfunction

pmul_e(s0)*pmul_b(s1)*pmul_d(s2)*pmul 9(s3);
pmul_9(s0)*pmul_e(s1)"pmul_b(s2)*pmul d(s3);
pmul_d(s0)*pmul_9(s1)*pmul_e(s2)*pmul b(s3);
pmul_b(s0)*pmul_d(s1)*pmul_9(s2)"pmul_e(s3);

/I Some synthesis tools don't like xtime being called recursevly ...

function [7:0] pmul_e;
input [7:0] b;

reg [7:0] two,four,eight;
reg [7:0] temp;

begin

two=xtime(b);four=xtime(two);eight=xtime(four);pmul_e=eight"four*two;

end
endfunction

function [7:0] pmul_9;
input [7:0] b;

reg [7:0] two,four,eight;
begin

two=xtime(b);four=xtime(two);eight=xtime(four);pmul_9=eight"b;

end
endfunction

function [7:0] pmul_d;



input [7:0] b;

reg [7:0] two,four,eight;

begin
two=xtime(b);four=xtime(two);eight=xtime(four);pmul_d=eight"four"b;
end

endfunction

function [7:0] pmul_b;

input [7:0] b;

reg [7:0] two,four,eight;

begin
two=xtime(b);four=xtime(two);eight=xtime(four);pmul_b=eight"two"b;
end

endfunction

function [7:0] xtime;
input [7:0] b;xtime={b[6:0],1'b0}(8'h1b& {8{b[7]}});
endfunction

T T T
/!

/I Key Buffer

//

reg [4:0] kent;
wire [31:0] wk3,wk2,wk1,wkO;
wire [127:0] ram_out data,ram_in_data;

always @(posedge clk or negedge rst)//
if(!rst)  kent <= 5'h00;
else if(kld) kent <= kent+ 5'h01;
else if(start pulse && !inv) kent <=1;//for encode
else if(start pulse && inv) kent <=17;//for decode
else if(dl && kent==5'h0a && !inv ) kent <=1;
else if(dl && kent==5'hla && inv ) kent <=17;
else if(dl) kent<=kent+1;

always @(posedge clk or negedge rst)
if (Irst) kdone <=1,
else if ((kld || kent !=5'h1c) && state !=4'b0000) kdone<=0;
else if(kent==5'h1c) kdone<=l;

assign ram_in_data= key text;
wire [4:0] address,final key address;
assign address= kent;
‘ifdef CYCLONE
wire [31:0] wr3,wr2,wrl,wr0;
assign wO=wr0;
assign wl=wrl;
assign w2=wr2;
assign w3=wr3;
assign {wrO,wrl,wr2,wr3} =ram_out_data;
cram raml(.address(address),.clock(clk),.data(ram_in_data),.wren(kld),.q(ram_out_data));
cram ram2(.address(kld? address :final key address),.clock(clk),.data(ram_in_data),.wren(kld),.q(final_key));

assign final key address=!inv ? 5'h0b : 5'h1b;

‘else

‘endif



assign wk3=w3;
assign wk2=w2;
assign wkl=wl;
assign wkO=w0;

TN

I

// Generic Functions

I

function [31:0] mix_col;

input [7:0]  s0,s1,s2,s3;

reg [7:0] sO o,sl 0,52 0,83 o;
begin

mix_col[31:24]=xtime(s0)"xtime(s1)"s1"s2"s3;
mix_col[23:16]=s0"xtime(s 1 ) xtime(s2)"s2"s3;
mix_col[15:08]=s0"s1"xtime(s2)"xtime(s3)"s3;
mix_col[07:00]=xtime(s0)"s0"s1"s2 xtime(s3);
end

endfunction

//function [7:0] xtime;
/finput [7:0] b; xtime={b[6:0],1'b0}"(8'h1b& {8{b[7]}});
/lendfunction

wire [7:0] gi00=sa00;
wire [7:0] gi01=sa01;
wire [7:0] gi02=sa02;
wire [7:0] gi03=sa03;
wire [7:0] gil0=salO;
wire [7:0] gil 1=sall;
wire [7:0] gil2=sal2;
wire [7:0] gil3=sal3;

wire [7:0] gi20=sa20;
wire [7:0] gi21=sa21l;
wire [7:0] gi22=sa22;
wire [7:0] gi23=sa23;
wire [7:0] gi30=sa30;
wire [7:0] gi31=sa3l;

wire [7:0] gi32=sa32;
wire [7:0] gi33=sa33;

‘define PIPE

‘ifdef PIPE
/lclock,plain,yout,inv,reset,f ark

gmul pipe ver2 us00(.clock(clk),.plain(gi00),.plain_inv(gi00),.yout(sa00_ sub),.inv(inv),.reset(!rst),.f ark
(sa00_ark));

gmul pipe ver2 us0I(.clock(clk),.plain(giO1),.plain_inv(giO1),.yout(sa01 sub),.inv(inv),.reset(!rst),.f ark
(sa01_ark));

gmul_pipe ver2 us02(.clock(clk),.plain(gi02),.plain_inv(gi02),.yout(sa02_sub),.inv(inv),.reset(!rst),.f ark
(sa02_ark));

gmul pipe ver2 us03(.clock(clk),.plain(gi03),.plain_inv(gi03),.yout(sa03 sub),.inv(inv),.reset(!rst),.f ark
(sa03_ark));

gmul_pipe ver2 usl0(.clock(clk),.plain(gil0),.plain_inv(salQ_sr_inv),.yout(sal0_sub),.inv(inv),.reset(!rst),.
f ark(salO ark));

gmul_pipe ver2 usll(.clock(clk),.plain(gill),.plain_inv(sall sr_inv),.yout(sall_ sub),.inv(inv),.reset(!rst),.
f ark(sall ark));

gmul pipe ver2 usl2(.clock(clk),.plain(gil2),.plain_inv(sal2 sr inv),.yout(sal2 sub),.inv(inv),.reset(!rst),.
f ark(sal2_ark));

gmul _pipe ver2 usl3(.clock(clk),.plain(gil3),.plain_inv(sal3_sr inv),.yout(sal3_sub),.inv(inv),.reset(!rst),.



f ark(sal3_ark));
gmul pipe ver2 us20(.clock(clk),.plain(gi20),.plain_inv(sa20_sr_inv),.yout(sa20_sub),.inv(inv),.reset(!rst),.

f ark(sa20 ark));

gmul_pipe ver2 us21(.clock(clk),.plain(gi21),.plain_inv(sa2l_sr inv),.yout(sa2l_sub),.inv(inv),.reset(!rst),.
f ark(sa2l ark));

gmul_pipe_ver2 us22(.clock(clk),.plain(gi22),.plain_inv(sa22_sr_inv),.yout(sa22_sub),.inv(inv),.reset(!rst),.
f ark(sa22_ark));

gmul pipe ver2 us23(.clock(clk),.plain(gi23),.plain_inv(sa23 sr inv),.yout(sa23 sub),.inv(inv),.reset(!rst),.
f ark(sa23 ark));

gmul_pipe_ver2 us30(.clock(clk),.plain(gi30),.plain_inv(sa30_sr_inv),.yout(sa30_sub),.inv(inv),.reset(!rst),.
f ark(sa30_ark));

gmul_pipe_ver2 us31(.clock(clk),.plain(gi31),.plain_inv(sa31_sr_inv),.yout(sa31_ sub),.inv(inv),.reset(!rst),.
f ark(sa31 ark));

gmul pipe ver2 us32(.clock(clk),.plain(gi32),.plain_inv(sa32 sr inv),.yout(sa32_ sub),.inv(inv),.reset(!rst),.
f ark(sa32 ark));

gmul_pipe ver2 us33(.clock(clk),.plain(gi33),.plain_inv(sa33_sr inv),.yout(sa33_sub),.inv(inv),.reset(!rst),.
f ark(sa33_ark));

“else

‘endif

function [127:0] mux4;
input [127:0] a;
input [127:0] b;
input [127:0] c;
input [127:0] d;
input [1:0] sel;

— e

case (sel)
2'b00: mux4=a;
2'b01: mux4=b;
2'b10: mux4=c;
2'b11: mux4=d;
endcase
endfunction

function [127:0] mux2;
input [127:0] a;
input [127:0] b;

input sel;

case (sel)
0: mux2=a;
1: mux2=b;
endcase
endfunction

endmodule

//subbytes/invsubbytes [F]#%
module gmul pipe ver2(clock,plain,plain_inv,yout,inv,reset,f ark);
input clock;
input inv;
input [7:0] plain,plain_inv;
input reset;
output [7:0] yout,f ark;
wire [7:0] uv,affin_out;



wire [7:0] ul6,ul6c, cul6;

wire [3:0] pow2,adderl,adder2,x14;
wire [3:0] m0_A,m0 B,m0 out;
wire [3:0] m1_A,ml B,ml out;
wire [3:0] m2_out,inv_out;

wire [3:0] u,c;

wire [3:0] inv_outl;

reg [7:0] vr;

reg [7:0] uvout,f ark;

reg [3:0] pipe_reg0,pipe _regl,pipe reg2;

wire [7:0] vr_in;

reg inv_reg;

always @(posedge clock or posedge reset) begin
if (reset) vr<=0;
else vr <=ulé6c;

end

always @(posedge clock) begin
inv_reg <=inv;
end

always @(posedge clock or posedge reset) begin
if (reset) uvout<=0;
else begin
uvout <=affin_out;
end
end

always @(posedge clock or posedge reset) begin
if (reset) f_ark<=0;
else begin
f ark <=uv;
end
end

function [3:0] inv16;
input [3:0] address;

case (address)

: inv16=4'h0;
:inv16=4'hl;
: inv16=4'h9;
: inv16=4'he;

: inv16=4'hd;

1 inv16=4'hb;

1 inv16=4'h7,

: inv16=4'h6;

: inv16=4'hf;

1 inv16=4'h2;

10:inv16=4'hc;
11:inv16=4'h5;
12:inv16=4'ha;
13:inv16=4'h4;
14:inv16=4'h3;
15:inv16=4'h8;
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endcase
endfunction

assign yout=uvout;

assign vr_in[7]=linv_reg? plain[7] :plain_inv[6]"plain_inv[4]*plain_inv[1];
assign vr_in[6]=!inv_reg? plain[6] :plain_inv[5]"plain_inv[3]*plain_inv[0];
assign vr_in[5]=linv_reg? plain[5] :plain_inv[7]"plain_inv[4]*plain_inv[2];
assign vr_in[4]=linv_reg? plain[4] :plain_inv[6]"plain_inv[3]*plain_inv[1];
assign vr_in[3]=linv_reg? plain[3] :plain_inv[5]"plain_inv[2]*plain_inv[0];
assign vr_in[2]=linv_reg? plain[2] :plain_inv[7]"plain_inv[4]*plain_inv[1]"1;
assign vr_in[1]=linv_reg? plain[1] :plain_inv[6]"plain_inv[3]*plain_inv[0];
assign vr_in[0]=!inv_reg? plain[0] :plain_inv[7]"plain_inv[5]*plain_inv[2]"1;

assign inv_outl=inv16(m2_out[3:0]);
assign inv_out=pipe_reg0;

assign m0_A[3:0]=inv_out;
assign m0_B[3:0]=pipe_reg2[3:0];

assign m1_A[3:0]=inv_out;
assign m1_B[3:0]=pipe_regl;

assign adder1[3:0]=vr[3:0] ~ vr[7:4];

assign u[3:0]=vr[7:4];
assign c[3:0]=vr[3:0];

// Add Adder

assign m2_out[0]=u[0] Ae[0]™ e[2]” c[0]& u[0] ~ ¢[3] & u[1] ~ ¢[2] &u[2] ~ c[1] & u[3];

assign m2_out[1]=u[1]"u[3] "c[2]" c[1] & u[0] * c[0] & u[1] ~ ¢[3]& u[1] ~ c[2] &u[2] " c[3] & u[2] ~c[1]& u[3] "¢
[2]& u[3];

assign m2_out[2]=u[3] A1 e[3]" ¢[2] & u[0] ~c[1] &u[1] ” ¢[0] & u[2] ~ ¢[3] & u[2] * c[2]& u[3]  c[3] &u
[31;

assign m2_out[3]=u[0]™u[2] "c[3]" c[3] & u[0] " c[2] & u[l] " c[1]& u[2] * c[0]& u[3] " c[3]& u[3];

always @(posedge clock or posedge reset) begin
if (reset) begin
pipe_reg0<=0;
pipe_regl<=0;
pipe _reg2<=0;

end

else begin
pipe reg0 <=inv_outl ;
pipe_regl <=adder1[3:0];
pipe_reg2 <=vr[7:4];

end

end

gmull6 mulO(.u(m0_A),.v(m0_ B),.uv(mO_out));
gmull6 mull(.u(ml_A),.v(ml B),.uv(ml_out));



assign cul6={m0_out[3:0],m1 out[3:0]};

/*
X =
Uvx={{1, 0o, 0, 0, 1, 0, 1, 0},

{0, o, o, O, 1, 1, 0, 1},

{0, 1, o O, 1, 1, 1, 0},

{0, 1, O O, 1, 1, 0, 1},

{0, 1, o 1, 1, 0, 1, O},

{0, o, 1, 0O, O, 1, 0, 1},

{0, 1, 1, 1, o0, 1, 1, 1},

{0, o, 1, 0O, O, 1, 0, O0}};
*/
assign uv[0]= cul6[0] ~cul6[4] ~cul6[6] ;
assign uv[1]= cul6[4] ~ cul6[5] ~cul6[7] ;
assign uv[2]= cul6[1] ~cul6[4] ~ cul6[5] “cul6[6] ;
assign uv[3]= cul6[1] ~cul6[4] ~ cul6[5] ~cul6[7] ;
assign uv[4]= cul6[1]  “cul6[3]*cul6[4] ~cul6[6] ;
assign uv[5]= cul6[2] A cul6[5] ~cul6[7] ;
assign uv[6]= cul6[1] ~ cul6[2]*cul6[3] A cul6[5] *cul6[6] cul6[7] ;
assign uv[7]= cul6[2] A cul6[5] ;

/*
AffinX =27 max6
AffinX={{I, 0, 1, 0

o
—
=
o
it

{, 1, 1, 1, 0, 0, 0, 1},
{t,, 0, O, 1, 1, O, 1, 0},
{t,, o0, 1, 0O, O, O, 0, O},
{r, 1, o0, 1, 1, 1, 1, 0},
{0, 1, 1, 1, 0, 0, 0, 1},
{0, o, O, O, 1, O, 1, 1},
{0, 1, 1, 0, O, 0O, 0, 1}};
*/
assign affin_out[0]= cul6[0] " cul6[2] ~cul6[5] ~ cul6[6]
assign affin_out[1]= cul6[0]*cul6[1]" cul6[2] *cul6[3]
assign affin_out[2]= cul6[0] ~cul6[3] ~ cul6[4] " cul6[6]
assign affin_out[3]= cul6[0] "~ cul6[2]
assign affin_out[4]= cul6[0]" cul6[1] ~cul6[3] ~ cul6[4] ~cul6[5] ~ cul6[6]
assign affin_out[5]= cul6[1]" cul6[2] “cul6[3] ~eul6[71M 1,
assign affin_out[6]= N cul6[4] "~ cul6[6] Aeul6[7]M 1;
assign affin_out[7]= cul6[1]" cul6[2]
/* Xlnv =28
{41, o 1, 1, 1, 0, 1, 1},
(o, 1, o 1, O, O, O, O},
{0, 1, o0, O, 1, 0, 1, O},
{0, 1, 1, O, O, O, 1, 1},
{0, 0, O O 1, 1, 1, 0},
{0, 1, o0, O, 1, 0, 1, 1},
{0, o 1, 1, o0 1, 0, 1},
(o, 0o, 0O O, O, 1, 0, 1}};
*/
assign ul6c[0]=vr_in[0] ~ vr_in[2] Avr_in[3]"vr_in[4] ~  vr_in[6] ~ vr_in[7];
assignuléc[l]=  vr_in[l]" vr_in[3] ;
assign ulo6c[2]= vr_in[1] " vr_in[4] A vr_in[6] ;

assign uloéc[3]= vr_in[1] " vr_in[2] Avr_in[6] A vr_in[7];

/\1.

A cul6[7]M 1;

A eul6[7];



assign uloc[4]= vr_in[4] " vr_in[5]*vr_in[6] ;
assign ul6c[5]=  vr_in[l] * Avr in[4] Avr_in[6] » vr_in[7];
assign uléc[6]= vr_in[2] " vr_in[3] Avr_in[5] Avr_in[7];
assign uléc[7]= vr_in[5] Avr_in[7];

endmodule

module gmull6(u,v,uv);
input [3:0] u,v;
output [3:0] uv;

assign uv[0]=v[0] & u[0] ~ v[3] & u[1] * v[2] & u[2] * v[1] & u[3];

assign uv[1]=v[1] & u[0] * v[0] & u[1] * v[3] & u[1] * v[2] & u[2] * v[3] & u[2] ~ v[1] & u[3] " v[2] & u[3];
assign uv[2]=v[2] & u[0] * v[1] & u[1] * v[0] & u[2] "~ v[3] & u[2] " v[2] & u[3] ~ v[3] & u[3];

assign uv[3]=v[3] & u[0] * v[2] & u[1] ~ v[1] & u[2] * v[0] & u[3] " v[3] & u[3];

endmodule



